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OPC UA Data Access View

OPC UA Alarms&Conditions View

OPC UA Historical Trend View

Server Diagnostics View

Simple Datalogger CSV Plugin

OPC UA Performance Plugin

GDS Push-Model Plugin
XMLNodeSet-Export View (requires license)
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B3
7£ Windows “F- & F 222 UaExpert if, A LA Unified Automation B /s A6 5 @SR zip JE 4661, iR

JEFF Ry 2R Y exe SCIF, ARV F I W ER AR RIAT

uaexpert-bin-win32-x86-vs2008sp1-v1.5.1-331.zip

2. B#h
HXREI, S REHER O, SR BN AR SENE, Wil 1-1 B
B Welcome to the UaExpert Initial Application Setup 28
When starting UaExpert for the first time, you have to create an
application instance certificate to identify your installation.
This is needed to use OPC Unified Architecture security. UA security
allows you to authenticate your application as well as to use encryption
and digital signatures to protect your communication.
Press OK to generate your personal X.30% application instance certificate
and the corresponding RSA keys.
K 1-1 EHRJA )
FLlt OK Ja, K3t —NFT IR T D 1-2 P, SREEGQIZIEBIT#R IE S, H o Romnif
TR . G R OK Bk, BTN FHRE Frse BIE F ORA7 £ UaExpert i) PKIIEH A7 H T
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‘-Nemﬁ
Subject:
Common Name: UaExpert@LAPTOP-3LC5TP12 v
Organization: 8
Organization Unit: -4
Locality: 23
State: $3
Country: $3
(Two letter code, e.g DE, US, ...)

OFC UA Information
Application URL: | wmn LAPTOP-3LCSTP12 : UnifiedAutomation: UAExpert (4
Tl Tmrme LAPTOP-3LC5TPI12

-
IF Addresses: E]

8

-
Certificate Settings
RSA Key Strength: Signature Algorithm: Certificate Validity:
[ Password protect private key
Password: | b4
Password (repeat): | | 33

K 1-2 iERER
E R —ANSHEHEF, F P A] DGR 75 K ol I A 7 5 8 UaExpert A, Wi 1-3 s
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If desired, UaExpert can check for updates in regular intervals. Below you can configure if and
when UzaExpert should check if updates are available. These settings can be modified later at
'Settings - Configure UaExpert...".

IlaExpert will NEVER send or collect any information about your usage.

You can also chedk for updates manually by dicking 'Help -= Checdk for Updates...".
Automatically check for Updates

Update Interwal: T daws

1-3 WHEEHHR
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1. FOAR
UaExpert f3EAE DA HII 2-1. FH /7T LIRYE SR FR B8, SlidiEl, SrHEs) K i SO e a LY
RLEAKAN, Bhah, JEAT LGB THR View 328, AT ERRIE .

B Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject - o X

Eile View Server Document Settings Help

DebPEE + = X Sl e xCh

Project @ Attributes % 'l

Documents i [1

& & Forvard ~

Address Space & I'1 References T I'l

Log @0

P 2-1 UaExpert [FERINE 1145 =)
Project & M. JE/RFIEHZANEFEN Server;
Address Space & H: J&7~ 4HTE 1 Server fyHuhE 7 ]
Log & H: RRIBIPREMEIRIE R
Documents ®H: JERAFMEER, BT RZ “Data Access View H1El;
Attributes B H:  JE 7R 21T H R s
References & H: &7 a1 i1 s 51 H s
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2. & Server

W SR A B IET) OPC UA Server, 5 Hl TRAL« + "4, BRASEAZ i EE: Server —Add,

SRR TEHE R 1, A 2-2 P

B Add server

Configuration Name|

Dizscovery fsdvanced

Endpoint Filter: No Filter

2, Local
v % Local Network

¥ Web Client Network
v €% Reverse Discovery

v &% Custom Discovery

¥ Microsoft Terminal Services
¥ Microsoft Windows Network

@ < Double click to Add Server... >

@ < Double click to Add Reverse Discovery... »
& opc.tcp://LAPTOP-3LC5TP12:48010

() Recently Used | < Double click to Add Server.. >

suthentication Settings

© Anonymous

Username

Password

Certificate

Private Key

[ Comnect Automatically

(004

Store

Cancel

2-2 N Server
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Hi%:  010-62740270 L H.:

5 /18

010-62740263

4w 100192



IR EERERIRAE

Beijing Motrotech Technology Co., Ltd.

MOTROTECH
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XN Server, 7R3 H K] Enter URL X UEAE F1% A Server ) URL, 4l 2-3 fiizx, #.di OK.
.;::::Se" er ? pd

Cenfiguration Name | |

Dizcovery fdvanced

Endpeint Filter: Neo Filter

1 Local
v &9 Local Network
9 Microsoft Terminal Services
9 Microsoft Windows Network
9 Web Client Network
| v Qj Reverse Discovery
| @ < Double click to Add Reverse Discovery... >
| ¥ opc.tcp://LAPTOP-3LC5TP12:48010
v % Custom Discovery
@ < Double click to Add Server... >
(-) Recently Used

B enter URL ? x
Enter the URL of a computer with discovery service running:
[ope. tep: /fLAPTOP-3LCSTF1Z: 48010 | |
suthentication Settings Cancel
© Anonymous
Username Store
Password
| Certificate
Frivate Key
|
t []Commect Automatically
I oK Cancel

2-3 i\ Server URL

T ELLLoaNPI, BT A BT “LAPTOP-3LC5TP12:48040” 2 /7 — & i1 £ pl_I- 3577/ Unified
Automation 47 C++ &7 Server #7H44f .

% URL CE&WINESIFR T, RIFRILLEH, W LLE RIS Server FTA] H ¥ Endpoint, 41 2-4 fr

7No
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. Add Server ? X

Configuration Name [TaServerCpp@LAFTOP-3LCSTF1Z |

Discovery fdvanced
Endpoint Filter: No Filter -
@ < Double click to Add Reverse Discovery... » ~

9 opc.tep://LAPTOP-3LC5TP12:48010
v €% Custom Discovery
@ < Double click to Add Server... >
v O opc.tep://LAPTOP-3LC5TP12:48010
v [J UaServerCpp@LAPTOP-3LC5TP12 (opc.tep)
@ None - None (uatcp-uasc-uabinary)
# Basic256Sha256 - Sign (uatcp-uasc-uabinary)
.} Basic2565Sha256 - Sign & Encrypt (uatcp-uasc-uabinary)
# Aes128 Sha256 RsaOaep - Sign (uatcp-uasc-uabinary)
"y Aes128 Sha256 RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
# Aes256_Sha256_ RsaPss - Sign (uatcp-uasc-uabinary)
"y Aes256 Sha256 RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)
(-) Recently Used »

suthentication Settings

© Anonymous

Username Store

FPassword

Certificate

Frivate Key

[ cCennect sutematically

& 2-4 1] | Endpoint %1%
BABEBAINZ 1V 7750, B None-None, i OK #iE . 1% Server 4 HiIL/E Project & 1+, 4
Bl 2-5 Fizn. [a) R 7 ) (IR A5 R M R B 4%
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B unified Automation UaExpert - The OPC Unified Architecture Client - Nev

File View Server Document Settings Help

D PBDBE =2 x5 0 0O

Froject 8 x
v [0 Project
v [ Servers
O UaServerCpp@LAPTOP-3LC5TP12
v [0 Documents
[0 Data Access View

2-5 RIEH Server
WA S Server BN HIE IER:, TE B THEAS P 0 LB 4], s e s ik d%
Serve—Connect. 5t T301E Server iEF5 FFT01EHE, W& 2-6 Frs. KEIET S, 1%48E“Trust Server
Certificate” B iE 57k AU E] UaExpert FI{EALFIZR T, A2 RIS B B2 0E Tk I, X FEIE F5KE A3 R
FAEEATIIER . R E kP s,
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. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File Viev ver Do Settin Help
Y &2 1 ~ =
D PBEOQ + X % 2 B
Project & x Data Access View
v [ Project # Server Nodeld  Display Name Value Datatype urce Timesta ver Timestal

v [3 Servers

% UaServerCpp@LAPTOP-3LC5TP12 M Certificate Validation
~ [ Documents

error:

{3 Data Access View Validating the certificate of server 'UaServerCpp@LAPTOP-3LCSTP12’

? X

returned an

BadCertificateUntrusted

Certificate Chain

Name Trust Status
0 UaServerCpp@LAPTOP-3LCSTP12 Untrusted

Certificate Details
Address Space a X

Errors ~
Error ok [BadCertificateUntrusted]
Subject
Common Name UaServerCpp@LAPTOP-3LC5TP12
Organization Organization
OrganizationUnit Unit
Locality LocationName
State
Country DE
DomainComponent  LAPTOP-3LC5TP12
Issuer
Common Name UaServerCpp@LAPTOP-2LC5TP12
Organization Organization
OrganizationUnit Unit
Tog e Locality LocationName
&P State / ©
Timestamp  Source Server Message ~
£UCU[3/51 ... LISCOVETY... AQUmNg UI OpPC....
2020/3/31 ... Discovery... Adding Url op.... [Jsccept the server certificate temporarily for this sessien = Continue Cancel
2020/3/31 ... Discovery... Adding Url opc....

2-6 &7 Server iE1
UaExpert 1 UA Server HAHKAEIE T35, UaExpert 83 Server, UWIE 2-7 fis.

' Unified Automation UaExpert - The OPC Unified Architecture Client - Nev

File View Server Document Settings Help

D PBBE@ ¢ =0 xK\2 0 RO

Froject

g X

v [0 Project
v [0 Servers
2 UaServerCpp@LAPTOP-3LC5TP12
v [J Documents
[0 Data Access View

Kl 2-7 CUEHN Server
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3. VN Huhk 2 [
T MY Server HEZSIA], 4G 7 EAE Project & 0, i ThEAE ) Server, Address Space 7 I
R AT 7R AT Server [ k2 [A]

4. BT RRBEHE
T SRR M, 1950 T AL Address Space T 1A, EFPELAE AT AL, Attributes & H RIE] R

N HT R

5. WHZREMERZN

T EIT AT AN Ak, 12 T EAE Address Space & I X EWEE KU AL SRS AR
Documents & 1,  (ERiA) 7 Data Access #LE N Al LA B R 24k, Wik 2-8 ik,

FEA R BA B AE A8 & 7] AEER Server frHdiE =3 (8] H1 (%) Objects — Demo —
001_Dynamic L bR 2]

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
File View Server Document Settings Help

DB = xYW2 8 rih

Project 5 x Data Accsss Viev
v [3 Project # Server Nodeld  Display Name Value Datatype Irce Timesta ‘ver Timestar Statuscode
v [ servers 1 UaServerC... NSZIOD%Cll... Variablew... 18705 Uint32 11:09:17.334 1100:17.334 Good
¥ 2 UaServerC.. NS2lGuidli.. VariableWi.. 18705 uint32 11:09:17.334 11:09:17.334 Goo
= Ee e R e e e 3 UaServerC.. NS2[Nume.. VariableWi.. 18705 Ulnt32 11:00:17.334 11:09:17.334 Good

v 3 Documents
3 Data Access View

Address Space 8 x
7 No Highlight
5 Root 2
v 10 Objects
(2 BuildingAutomation
v [ Demo
£ 000_Static
+ £ 001_Dynamic
© Arrays
12 Scalar
@ VariableWithByteStringNodeld
4@ VariableWithGuidNodeld
8 VariableWithNumericNodeld
£ 002_History
£ 003_Method
£ 004 _Events
3 005_AccessRights
£ 006_Massfolder_Static
2 007_Massfolder_Dynamic

£ 008_DynamicNodes
23 009_BoilerDemo
(£3 010_ComplianceTest v

2-8 1 A &
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=, XBEEHEO
1. e

B unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

Eile View Server Document 3Settings Help
DeBB@ ¢ =° x5 8 RO

K 3-1 S

PO E LI

File: Bra/ATH/IRA7 T2, 1BH UaExpert;

View: J7R/Reiil & H B T EA

Server: ¥IN/AKR Server, FEBGERRRSHEN:, HXSH

Documents:  #fl— %7 & 1 5 M Documents #% & — & 1 ;

Settings: R CZAAEMFIFIR, HHHCHE, EHEIES;

Help: && &ML, il i1 i AR BRI, R E R

2. Documents &

Documents 7 I ] L@ R AS A AL R G, BRIAZE Data Access View, W1E 3-2f7R.

B Add Document ? >

Document Tvpe:

Data Logger Wiew -

Data Access ¥iew
Data Lozzer View
Devices Wiew
Event View

GDS Push View
History Trend ¥iew
Image Viewer
Performance View

Server Diagnoztics View

ML Hodeset Export ¥iew

Licensze Tvpe: Buntime License W

Add Cancel

3-2 BRUALIE
W75 EAE Documents B T IF HABAE AL, 0] AE S B RE R P8 Documents—Add, R MK
P B PR IR . S ETHT T A ML RS £ S 7~ 7E Documents A& N1,  H o] DMREAEET H SO
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PEB: A LU T HZNE—Z8ZB 9 (H4)a7r] £ -7 Data Access Views) o

3. Project O
Project % I & T Server SEFEAMLE, &l 3-3 Fias.
Project (14
4 [ Project
4 [ Servers
'?,‘.g UaServerC@KM-PC - None - None (uatcp-uasc-uabinary)
'?,‘.g UaServerCpp@KM-PC - None - None (uatcp-uasc-uabinary)
4 [ Documents

[0 Data Access View
[0 Event View

3-3 Project % I

Fii 5 Server {13434 J@/RTE Project 1) Servers Fr%5 . Server 2% H miTH AN [H] 1 Bl b5 dE 78 UaExpert /&
T OS] Server B2 TS R THHR GRHRISAE Log &IPS

FHEFTIF Project 2% H ORI, v LAPAT BL R D fg:
ISH0MBE Server
ZEREF Server/ )\ Server Wi %z
i R
B O B4 B0 E
I R
FrA TR E #5172 Documents & 1R . CLOCHIEIALIE, #] LAFE Documents R XU BEOBTT I F. &

FH EARIT R, TSR PR — 426 H, aild 3-4 Fr.

vV V V VYV V
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B Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

3 9 ~
DeBPBE@ + = o x K \
Froject & X Data Access View Data hccess View—1 (]
~ [3 Project # Server Node Id  Jisplay Name Value Datatyp

v [3 servers
2 UaServerCpp@LAPTOP-3LC5TP12
v [ Documents
[3 Data Access View &
{3 Data Access View-1
[3 Data Access View-2

K 3-4 kM. FTHFLE
4. Address Space & H

Address Space % H 3K .7~ 7E Project & 3% H11# Server fdtiht == 15], Wik 3-5 Fios.
4ddress Space 8 X
3 Ho Highlight -
2 Root
v 3 Objects
2 BuildingAutomation
2 Demo
2 DemoUANodeSetXML
2 PubSubTargetVariables
e Server
2 Types
2 Views

P4 3-5 Address Space & I

% FR DL R Server FMbbEZS (6], B A2 M9 RSk, AT DA B bk 23 (8] R B
Mo T RETTHATS SRR IC T AN RIS (I R R, T7E5)

AT RAKE T AL 2 Documents & 11, 3 4R AR 515 R4 31 Data Access View Ht, 7] LG —4
A5 32 LI H T B o

BRI e A CXU SR A, AT LRI 00 S P 26 R 5 A

T VTR T S 50 m] F 198 ) BoR 7€ namespace N ZS: Bt Ty, 2E$% namespace, J& 1%
namespace T 5 AU LA R, W& 3-6 s (BRAE No Highlight) .
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Lddress Space

£ 2: http:/Swww. uni fiedautonation. con/DemoServer s
=) Root
v 3 Objects

= BuildingAutomation

= Demeo

= DemoUANodeSetXML

£ PubSubTarget¥ariables
e Server

2 Types

= Views

3-6 Address Space & k{4 T
5. Attributes &M

R ERFLN View W] LUES R R Attribute, 1% % K /R 2417 7E Address Space & 3% FH 5 S 14 .
ﬁu@ 3'7 Fﬁi“o
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MOTROTEC
TtREBRHERAH

Attributes n

ZE DA E 3 AN
Refresh (F5 4 007 3k)

HH SO Y R

On/Off (K ik: /%)

RolePermissions
UserRolePermissions
AccessRestrictions
Value
SourceTimestamp
SourcePicoseconds
ServerTimestamp
ServerPicoseconds
StatusCode
Value
DataType
Namespacelndex
IdentifierType
Identifier
ValueRank
ArrayDimensions
AccessLevel
UserAccesslLevel

AccessLevelEx

o\ Bk e o
Attribute Value
v Nodeld ns=2:b=7WZnaA==
Namespacelndex 2
IdentifierType Opaque
Identifier len=4, 0x65666768
NodeClass Variable
BrowseName 2, "VariableWithByteStringNodeld"
DisplayName "", "VariableWithByteStringNodeld"
Description BadAttributeldinvalid (0x80350000)
WriteMask 0
UserWriteMask 0

BadAttributeldinvalid (0x80350000)

0350000)

BadAttributeldinvalid

BadAttributeldinvalid (0x80350000)

2020/4/1 18:08:13.972
0

2020/4/1 18:08:14.023
0

Goaod (0x00000000)
3567

Uint32

0

Numeric

7 [UInt32]

-1 (Scalar)
BadAttributeldinvalid (0x80350000)
CurrentRead
CurrentRead

BadAttributeldinvalid {0x80350000)

MinimumSamplinglnterval 0

Historizing

false

K 3-7 JEtEE N

7t Address Space & I HIEHE 7 — AN i, 8 FH/ZE 8 M

Expand all (55 5)

EREIT, M RITE DR e e k.

6. References & H

References 5| & [, &8 4HI7E Address Space & ITH IR A5 . W&l 3-8,

www.motrotech.com

i X Eim i 26 5 LHEFRAE 570
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References (4
3 Forward - (+]
Reference Target DisplayMame
HasTypelefinition  AirConditionerControllerType
HasComponent State

HasComponent StateCondition

HasEventSource State

HasComponent Temperature

HasComponent Ternperature5etPoint
HasComponent PowerConsumption
HasComponent Start

HasComponent Stop

HasComponent Hurnidity

HasComponent HumiditySetpoint

HasComponent StartWithSetpoint

3-8 References % I

ZE O A MR — AN N REES
Refresh (6 t4 X7 3k)

Fil 8 Fr 36 15 5 ) 51 31 3R

On/Off (K ik: /%)

BT — AT S R FH R 51 B R RE
EBrRBEREWSH

Ja FHIZE 2k gk 51 B2
ERIESEIIH

Ja FEER ARG 25| - 1%

THRFE R

PR NAH ER G, &Ia5] FEm#E #R1 H

7. Log &O
P |= P et A ST = AN o —
Log & HHRERISIFIRSME RIEE . Wk 3-9 frx.
Log & X
L =)
Timestamp  Source Server Message ~
2020/3/31 ... AddressSp... UaServerC... Browse on node 'i=86" succeeded.
2020/3/31 ... AddressSp... UaServerC... Browse on node 'i=12885" succeeded.
2020/3/31 ... AddressSp... UaServerC... Browse on node 'i=12885' succeeded.
2020/3/31 ... AddressSp... UaServerC... Browse on node 'i=12885' succeeded.
2020/3/31 ... AddressSp... UaServerC... Browse on node 'i=12885" succeeded.
2020/3/31 ... TypeCache UaServerC... Reading type info of Nodeld NS2|String|PSTV succeeded
2020/3/31 ... Attribute P.. UaServerC... Read attributes of node "NS2|String|PSTV' succeeded [ret = Good].
2020/3/31 ... Reference ... UaServerC... Browse succeeded. W

P 3-9 Log 7 I
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Log & > FskiE = Log & 1, FRdifRAE, W] LUK AT H S RAF ISR SO
8. UaExpert %t &

MR 1% $% Settings — Configure UaExpert, 7] PAik3s UaExpert ()& Fi% E .

B o] v B AR R (e S . FE“FilterH m] DAURSIDCEE 7 RF of, it T i i E, s dk
FLITA AT AU M AT B . B AL i S S B BN ERME, W&l 3-10 iR

o o)

I Configure UaExpert @

Filter: trace
Parameter Value

Trace.Filename ChUserstwend...
Trace.MaxTraceEntries 100000) =)
Trace.MumBackupFiles 5
Trace. 50K TraceEnabled falze
Trace. 50K Tracelevel Info
Trace.StackTraceEnabled falze
Trace.5tackTracelevel INFO

[ OK ] [ Cancel

3-10 UaExpert [ &

9. iEPHEH
TESE &SR Settings — Manage Certificates, #4553 H —/NFIHEHE R 11, W& 3-11 s, 7K
LA DUE I UaExpert (T A ©A1E T .
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. Manage Certificates @
Trusted | Issuers | TLS Issuers
Certificates
Status ) MName Valid From Walid To Crganization Crgani
" Trusted UaServer.. 05.02201512... 04.02.2020.. Unified Automat...
" Trusted UaServer., 15082014 10:... 14092019 .. Organization Unit
i Truster calfrinng,,, 01.01.2001 02:... 02022002 .. socme-organization
%@ Truste Trust e.. 01.01.204902:... 02.02.2049.. some-organization
8 Untrus Reject er.. 10.06.201516:. 18.04.2025.. UnifiedAutomati.
|
. Own ( Delete rt.. 0312.201415.. 0312.2015.. My Company Dev
Open...
4| | b

Certificate Revocation Lists

Numbfer Valid From Mext Update Organization OrganizationUnit

4| 1 | 3

[Cupy Application Certificate Tn...] [Create new Application Certificate. ] ’Dpen Certificate anﬁun]

4 3-11 Manage Certificates
ZXPIEHE S BRI A UE R 12, AR BRI R X ik 5 AN R RS
ikt
ZIEH 2 ZE RN
g[:éu >°
R B 4
HHBERMS AR
E S o s R AR A
UaExpert Bt3
PZAEF5 & UaExpert H C 0 S FEFF S2BlE S

AR RTE R 2 ER — D RBCGRE, W 3-11, RAEIERRPRE, 2R fett 7 8. T
EAEANZAEAERNES, B4 CEAERIES, WEREBEESRE RGP ITHES REVGERE RS,

BT AR OO SR AT S N, R R S B AR H N A

Ak, T LG —NEN AR SEHE T (5254 UaExpert FIFI4RE3)) o Hdi“Open Certificate
Location™ %Il , K fE#RAE R G0 SCAHE PG P T & 2B AR UEH B S0
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